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In a recent comment letter, data security in openbanking , the Bank Policy Institute (BPI) and
The
Clearing House (TCH) expressed reservations aboutthe Consumer Financial
Protection Bureau’s (CFPB) open banking proposal,emphasizes the need for more
robust measures to safeguard sensitive consumerfinancial data.

The proposal aims to grant consumers greatercontrol over
their financial information by compelling banks toshare data with third-party
entities, particularly fintechs. While the CFPB insistson providing personal
financial data at no charge through secure digitalinterfaces, banking trade
groups are calling for broader application, coveringall third parties and data
aggregators.

Banking Associations AdvocateBroader Application of CFPB’s
Proposal

The BPI and TCH assert their support for fosteringcompetition through
innovative financial technology but emphasize that itshould not compromise
data security. They urge that consumers’ personaland financial information
must remain secure during transactions betweenfinancial institutions and third
parties, as well as when stored externally.

Screen Scraping Prohibition and Liability Definition Demanded

The CFPB’s proposal seeks to move away from the contentious practice of
screen scraping, a method labelled as a “risky data collection
practice.” Screen scraping often involves consumers sharing their
usernames and passwords with third parties, raising significant security
concerns.

Keep Reading

The banking associations propose a more stringent stance against
screen scraping by prohibiting the practice once a data provider offers a
developer interface. Additionally, they advocate for direct requirements on authorized
third parties and data aggregators, with an explicit commitment from the CFPB
to supervise compliance.

Liability remains a key concern for the BPI and TCH, who argue that
aggregators and other data recipients should be held accountable for
unauthorized transactions or failing to protect consumer data in their
possession. They underscore the importance of clearly defining liability to
ensure a transparent and secure data-sharing environment.

Compensation Controversy: Should Banks Charge Fees for
Data Sharing?

Another contentious point is compensation for data providers. The banking
groups contend that banks should be permitted to receive compensation from
third parties to cover the costs associated with enabling data sharing.
Criticizing the proposed rule’s restriction on data providers from charging
fees, they argue that it distorts the marketplace and unfairly benefits data
aggregators while burdening data providers with unrecoupable costs.

The CFPB acknowledges the potential burden on smaller banks in complying
with the rule, citing their lack of tools and funds to build compliant
interfaces. As a response, the agency proposes a phased implementation of the
rule, with compliance dates ranging from six months for the largest banks and
fintechs to four years for the smallest institutions.

Industry Echo: More Concerns from Banking Trade Groups

The Consumer Bankers Association (CBA) echoes concerns raised by the BPI
and TCH, emphasizing the shifting of costs and responsibilities onto banks. In
addition to advocating for the prohibition of screen scraping, the CBA calls
for third parties and data aggregators to certify their acceptance of liability
in cases of credential misuse leading to fraudulent transactions. They propose
mandates for adequate capitalization, indemnity insurance, and certifications
to ensure a secure and transparent data-sharing ecosystem.

The American Bankers Association (ABA) joins the chorus of concerns,
urging the removal of the proposed prohibition of fees. The ABA emphasizes the
necessity for the CFPB to play a more active role in managing the evolving
data-sharing ecosystem while affording data providers flexibility to manage
risks and prevent fraud. Acknowledging consumers’ right to access financial
information securely, the ABA stresses the importance of uniform standards
across all participants in the data-sharing ecosystem.

The Fine Line Between Innovation and Risk in Data Security
in Open Banking

As financial institutions grapple with the Consumer Financial Protection Bureau’s (CFPB)
open banking proposal, the dance between innovation and security becomes increasingly
intricate. Understanding the pros and cons of this proposal and its potential impact on the
banking industry in this evolving landscape becomes quintessential.

Pros: Fostering Innovation and Financial Inclusion

One of the primary advantages of the CFPB’s open banking proposal is the potential for
increased innovation. By allowing banks to share data with third-party fintechs, consumers
could access a broader range of financial services and applications.

Open banking also has the potential to revolutionize the customer experience. Withseamless
access to a variety of financial tools, consumers can enjoy more personalized andtailored
services, ultimately improving satisfaction and loyalty.

Lastly, the proposal aims to foster financial inclusion by making it easier for consumers,
especially those underserved by traditional banking, to access a wider array of financial
products and services.

Cons: Balancing Innovation with Security Challenges

The foremost concern voiced by industry stakeholders, including the Bank Policy Institute
and The Clearing House, revolves around data security. The prospect of sharing sensitive
financial information with third parties raises apprehensions about potential breaches and
unauthorized access.

And while the proposal seeks to move away from screen scraping, the current reliance on
usernames and passwords for data sharing poses security risks. The delicate transition from
traditional methods to secure digital interfaces demands careful consideration and
implementation.

Legacy banks, especially smaller institutions with limited resources, may face significant
challenges in adapting to the proposed changes. The burden of building compliant interfaces
and complying with the rule’s requirements could strain their capabilities, potentially
impacting their ability to compete with more technologically agile players.

Moreover, legacy banks will need to enhance their risk management
strategies to navigate the evolving data-sharing landscape. As they
engage with third parties, understanding and mitigating the risks
associated with data breaches and unauthorized access become paramount.

Conclusion

As the CFPB moves forward with finalizing the rule, financial
institutions grapple with concerns over its potential impact on data security,
liability, and the overall landscape of open banking. Industry stakeholders
seek a delicate balance between fostering innovation and maintaining stringent
safeguards to protect consumers and market participants.
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screen scraping by prohibiting the practice once a data provider offers a
developer interface. Additionally, they advocate for direct requirements on authorized
third parties and data aggregators, with an explicit commitment from the CFPB
to supervise compliance.

Liability remains a key concern for the BPI and TCH, who argue that
aggregators and other data recipients should be held accountable for
unauthorized transactions or failing to protect consumer data in their
possession. They underscore the importance of clearly defining liability to
ensure a transparent and secure data-sharing environment.

Compensation Controversy: Should Banks Charge Fees for
Data Sharing?

Another contentious point is compensation for data providers. The banking
groups contend that banks should be permitted to receive compensation from
third parties to cover the costs associated with enabling data sharing.
Criticizing the proposed rule’s restriction on data providers from charging
fees, they argue that it distorts the marketplace and unfairly benefits data
aggregators while burdening data providers with unrecoupable costs.

The CFPB acknowledges the potential burden on smaller banks in complying
with the rule, citing their lack of tools and funds to build compliant
interfaces. As a response, the agency proposes a phased implementation of the
rule, with compliance dates ranging from six months for the largest banks and
fintechs to four years for the smallest institutions.

Industry Echo: More Concerns from Banking Trade Groups

The Consumer Bankers Association (CBA) echoes concerns raised by the BPI
and TCH, emphasizing the shifting of costs and responsibilities onto banks. In
addition to advocating for the prohibition of screen scraping, the CBA calls
for third parties and data aggregators to certify their acceptance of liability
in cases of credential misuse leading to fraudulent transactions. They propose
mandates for adequate capitalization, indemnity insurance, and certifications
to ensure a secure and transparent data-sharing ecosystem.

The American Bankers Association (ABA) joins the chorus of concerns,
urging the removal of the proposed prohibition of fees. The ABA emphasizes the
necessity for the CFPB to play a more active role in managing the evolving
data-sharing ecosystem while affording data providers the flexibility to manage
risks and prevent fraud. Acknowledging consumers’ right to access financial
information securely, the ABA stresses the importance of uniform standards
across all participants in the data-sharing ecosystem.

The Fine Line Between Innovation and Risk in
Data Security in Open Banking

As financial institutions grapple with the Consumer Financial Protection Bureau’s (CFPB)
open banking proposal, the dance between innovation and security becomes increasingly
intricate. Understanding the pros and cons of this proposal and its potential impact on the
banking industry in this evolving landscape becomes quintessential.

Pros: Fostering Innovation and Financial Inclusion

One of the primary advantages of the CFPB’s open banking proposal is the potential for
increased innovation. By allowing banks to share data with third-party fintechs, consumers
could access a broader range of financial services and applications.

Open banking also has the potential to revolutionize the customer experience. Withseamless
access to a variety of financial tools, consumers can enjoy more personalized andtailored
services, ultimately improving satisfaction and loyalty.

Lastly, the proposal aims to foster financial inclusion by making it easier for consumers,
especially those underserved by traditional banking, to access a wider array of financial
products and services.

Cons: Balancing Innovation with Security Challenges

The foremost concern voiced by industry stakeholders, including the Bank Policy Institute
and The Clearing House, revolves around data security. The prospect of sharing sensitive
financial information with third parties raises apprehensions about potential breaches and
unauthorized access.

While the proposal seeks to move away from screen scraping, the current reliance on
usernames and passwords for data sharing poses security risks. The delicate transition from
traditional methods to secure digital interfaces demands careful consideration and
implementation.

Legacy banks, especially smaller institutions with limited resources, may face significant
challenges in adapting to the proposed changes. The burden of building compliant interfaces
and complying with the rule’s requirements could strain their capabilities, potentially
impacting their ability to compete with more technologically agile players.

Moreover, legacy banks will need to enhance their risk management
strategies to navigate the evolving data-sharing landscape. As they
engage with third parties, understanding and mitigating the risks
associated with data breaches and unauthorized access become paramount.

Conclusion

As the CFPB moves forward with finalizing the rule, financial
institutions grapple with concerns over its potential impact on data security,
liability, and the overall landscape of data security in open banking. Industry stakeholders
seek a delicate balance between fostering innovation and maintaining stringent
safeguards to protect consumers and market participants.
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